METOAOMNYECKME PEKOMEHOALINA
O PASMEWEHNN HA NHOOPMALIMOHHbBIX CTEHOAX, OPULIMATIBHbBIX
WHTEPHET-CAUTAX U APYTUX MHOOPMALIMOHHBLIX PECYPCAX
OBLLEOBPA30BATE/bHbLIX OPTAHV3ALIMA 1 OPFTAHOB, OCYLLECTBNSAIOLWMX
YIMPABJEHWVE B COEPE OBEPA30OBAHNA, NHPOPMALINW O BE3OTNACHOM
NMOBEAEHNU N NCMNOJNB3OBAHUU CETU "MIHTEPHET"

OkcnepTtamu 1 uneHamm BpemeHHon kommccum Coseta Pegepaumm no passuTuio
NHPOPMaLMOHHOro 0bLecTBa B pamMKax BbINOMHEHMS peKOMeHAaUmMn napnamMmeHTCKMX
cnywaHun "AkTyanbHble Bonpockl o6ecneveHms 6e30nacHOCTM U pa3BUTUA AeTEN B
NMHOpMaLIMOHHOM NpocTpaHcTBe", koTopkle npolwnn B Coete ®epepaunn 17 anpena 2017 r.,
ObInNKn paspaboTaHbl MeTOAMYECKME PEKOMEHAALMM O pa3MeLLeHUM Ha MHEPOPMaLMOHHbIX
cTeHgax, opmumanbHbIX MIHTEPHET-CcanTax n Apyrux MHOOPMaLNOHHBIX pecypcax
o6weobpasoBaTernbHbIX OpraHM3aunin 1 OpraHoB, OCYLLECTBIIAIOLWMX yNpaBneHne B cgepe
obpaszoBaHus, MHopmMaumm o 6e3onacHOM NOBEAEHUN U UCMONb30BaHUN ceTu "MIHTepHeT"
(oanee - meToaMyeckme pekoMmeHgauun).

MeTogmnyeckne pekomeHaaumm HanpaereHbl Ha Ka4eCTBEHHOE NOBbILLIEHNE YPOBHS
NHPOPMaLMOHHON AesaTenbHOCTU 00w eobpasoBaTenbHbIX OpraHM3auunin 1 OpraHos,
OCYLLECTBIAIOLWMNX ynpaBneHue B cchepe obpasoBaHusi, B HaCcTM MHPOPMMPOBAHUS YYaLLMXCS,
NX POAUTENEN (3aKOHHbIX NPeaCcTaBUTENEN) U Negarorndyecknx padboTHMKOB 06 OCHOBHbIX
acnektax nHopmaunoHHON 6e30NacHOCTMW.

MeToanyeckue pekoMeHaaunm no3BONAT 06u4eo6pasoBaTeanb|M opraHm3auuam n opraHam,
ocywecTenaowmnm ynpasriieHne B cd)epe 06pa:<lOBaHl/IFI, aKTyanm3npoBaTb YyXKe UCNOoJib3yeMble
N pasMeLlleHHble VIH(*JOpMaLI,VIOHHbIe mMaTtepuarnbl, Tak 1 NoAroToBUTb UX B Cltydae nx
OTCYTCTBUA C yHETOM NYyHLLINX NPAKTUK N peKomer,au,MVl.

B pamkax meTogmyeckux pekoMeHgauumn paccMaTpuBaloTcs cnegyowme MHCTPYMEHTbI:
1. NHPOPMALMOHHbIE CTEHADI;
2. odmumanbHble UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBoWn MHpopmaL My (LLUKOMbHbIE ra3eThbl, Negarornyeckme n3gaHus u gpyrue).
UHdopmMaLUOHHbIe CTEeHAbI

Ha nHopmaumnoHHbIX cTeHaax B obLieobpasoBaTenbHbIX OpraHM3aumsx, pacnosioKeHHbIX B
dore yupexgeHnin n B kabmMHeTax, OCHaLLEHHbIX NepCcoHanbHbIMM YCTPONCTBaMM ANSA BbiXxo4a B
ceTb "MIHTepHeT", pekomeHayeTca pasMecTuTb MHPOPMAaLMOHHbIE NaMATKN, cogepXallune
OCHOBHbIE COBETbI N0 06ecneyeHnto NHPOPMaLMOHHON BE30MNacHOCTN yYaLLNXCS.

B npunoxeHun N 1 K METOAMYECKUM PEKOMEHAALMAM NpeacTaBneH obpasel, NnamsaTku Ans
pasMelLieHnst Ha MHPOPMALIMOHHBIX CTEHAAX.

CpencrtBa maccoBoun uHdopmauum

B cpencteax maccoson nHopmMaLummn, OpueHTUPOBaHHbIX Ha 0ByYaloLLMXCs, pekoMeHayeTCs
B TeYeHwue y4ebHoro roga perynspHo nybnukosaTb MHPOPMALMOHHbIE MaTepuansl,
NOCBSLLEHHble OTAENbHbIM acnektam NHPOPMaLMOHHON 6e30NacHOCTK, a TakKe pasnuyHble
namaTtku obLiero xapakrepa.

B cpenctBax maccoBoi MHoOpMaLIMKU, OPUEHTUPOBAHHbBIX Ha NeJarornyeckyto
06LLecTBEHHOCTb, PEKOMEHAYeTCsl B TeYeHWe KaneHaapHoro roga perynsipHo nyGnunkoeaTtb
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NMHOPMALIMOHHLIE MaTepuarbl, MOCBSLLEHHbIE OTAENbHBbIM acrnekTaMm MHPOPMaLNOHHOM
©€e30nNacHOCTU Kak HECOBEPLUEHHONETHUX, TaK 1 00Le0bpa3oBaTeNbHbIX OpraHn3auun, a Takke
pasnnyHble NamMaTKM, 0630pbl HOPMATUBHO-NPABOBOIO PEryNIMPOBAHNA AaHHON cdepbl U
MHOPMALMIO O aKTyarnbHbIX MEPOMNPUATUSIX N CODLITUAX B faHHON cdepe.

B xone npoeenenunsa EanHoro ypoka no 6e3onacHocti B ceTu "MIHTepHET" pekomeHayeTcs
obecneunTb BbIMYCK TEMATUYECKOrO BbiMyCcka CpeacTBa MaccoBor nHdopmMauum nmbo cepumn
nyGnukaummn, cpeam KOTopbIX paCCMOTPETb OPraHN30BaHHbLIE MEPONPUATUA Anst oby4varoLmxcs,
NX pOAUTENEN (3aKOHHbIX NPeaCcTaBUTENEN) U Negarormieckon obLEeCTBEHHOCTMU.

OdmumanbHble UHTepHeT-pecypchl

O6weobpasoBaTenbHbIM OpraHM3aunsamM pekoMeHAyeTCsl Ha CBOMX odmumanbHbix HTepHET-
pecypcax obecneynTb PyHKLMOHMPOBaHNE CaMOCTOATENBHOMO N CNeumManm3MpoBaHHOMo
pasgena "MIHdpopmaLumoHHas 6e3onacHOCTh", B pamMKax KOTOPOro NpegyCcMoTpeTb pasmeLleHne
cregywoLen nHgopmaumm:

dopmar
N Paspen/nogpasgen npeacTaBneHus CopepxaHve maTepmarnos
mMaTepuanos

PasmeLuarTca konum JOKYMEHTOB, T.€.
CKaHUPOBAHHbIV BapuaHT JOKyMEHTa,
COOTBETCTBYHOLLMI TPEOGOBAHNAM K
napameTpaM ckaHMpoBaHusi. Pasmellatotcs
OOKYMEHTbI, pernameHTupytoLme
opraHusaumio n paboTy ¢ nepcoHarnbHbIMU
AaHHbIMY, NNaHbl MEPONPUATUI NO
obecneveHnto MHHOPMAaLMOHHON
©e30macHOCTN 0ByYarLWMXCa 1 gpyrue.

JlokanbHble

HOPMAaTMBHbIE aKTbl B

chepe obecneyeHns Konun gokymeHTOB
NHJOOPMaLMOHHON B hopmaTte *PDF
6esonacHocTn

obyuaromxcs

My6nukyoTca akTyanbHble CBEAEHUS O
denepanbHbIX U perMoHasnbHbIX 3aKOHaXx,
nMCbMax opraHoB BracTu n gpyrue
HOPMaTMBHO-NPAaBOBbIE AOKYMEHTbI,

HopmaTtusHoe Konuu gokymeHTOB  pernameHTupytowme obecneyeHne

perynupoBaHune B cbopmate *PDF MHopMaLMOHHOM 6e30MacHOCTK
HecoBepLUeHHoNeTHUX. [lonyckaeTcs BMeCTo
KOMun pasmeLLatb rmnepcebiyiku Ha
COOTBETCTBYIOLLME JOKYMEHThI HA canTax
OpraHoB rocy4apCTBEHHOM BiacTu.

PasmeLllatotca metognyeckme
Te'fCT Ha CTpaHuLe  pekomeHaauun 1 ykasbiBaeTcst MHopMaLs
Meparormyeckum canta 0 MepOonpUATUSIX, NPOeKTax U NporpaMmmax,
paboTHMKaMm Konuum aokymeHTos — HanpaBlieHHbIX HA MOBbILLEHE

B popmaTe *PDF NHPOPMAaLIMOHHOWN FPaMOTHOCTH
negarornyeckmx paboTHUKOB.

PasmellaeTtca nHopmaLMoHHas

namaTtka (npunoxenne N 2) n ykasbiBaeTcs
TeKkcT Ha cTpaHuue MHopMauusa 0 MEPONPUATUSIX, NPOEKTaX U
cauvTa nporpaMmmax, HanpasfeHHbIX Ha NOBbILLEHNe

MHGOPMaLIMOHHOW FPaMOTHOCTH

obyyvatoLmxcs.

O6yuvatowmmest
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Poautensam (3akoHHbIM
npeacTaBuTENSAM)
obyyvatoLmxcs

TekcT Ha cTpaHuue
canta

[eTckne 6e3onacHble TeKkCT Ha cTpaHuue
caunTbl canTa

PasmellaeTtca nHgopmaLMoHHas
namsaTka (npunoxenne N 3).

PasmewaeTtca nHgopmaums o
pPEKOMEHAYEMbIX K UCMOMNb30BaHMIO B
y4yebHom npouecce 6e3onacHbIX cantax,
©aHHepbl 6e30nacHbIX AETCKNX CalTOB.

OpraHam, ocyLlecTBNSAOWUM yripaeneHue B cpepe o6pa3oBaHus, pekoMeHayeTcs Ha CBOMX
oduumanbHbix MIHTEpHET-pecypcax obecneuntb yHKLUMOHMPOBAHME CaMOCTOATENBHOMO U
cneymanmanpoBaHHoro pasgena "MHgpopmaumnoHHas 6e3onacHOCTL", B pamKkax KOTOPOro
npegycMoTpeTb pasMeLleHne crneytowen nHgpopmMmaunn:
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MpunoxeHue N 1

NAMATKA
ANA OBYYAROLWMXCHA OB MHOOPMALIMOHHOW BE3OMNACHOCTW OETEN

HEJNb3A

1. Bcem noapsia coobuaTb CBOK YacTHYH MHAOpMaUMio (HacToswme uma, hamunuio,
TenegoH, agpec, HOMep LLKOIbI, a Takke poTorpacum CBOU, CBOEN CEMbU U APY3€eN);

2. OTKprBaTb BITOXXEHHbIE CbﬁVlJ'lbl SJ'IeKTpOHHOI7I NOYThbl, KOraa He 3Haellb OTNpPaBUTENA,
3. rpy6VITb, npnanpaTbCcd, OKka3biBaTb AaBl1IEHNE - BECTU cebs HEBEXNNBO U arpeccumBHO;

4. He pacnopsikancsa geHbramm TBoen cembm 6e3 paspeLleHuns cTapLlinx - Bcerga cnpaiuvean
poauTenem;

5. He BcTpevaicsa ¢ IHTepHET-3HaKOMbIMW B pearibHOM XXMU3HW - NOCOBETYMNCS CO B3POCIIbIM,
KOTOpPOMY AOBEpPSiELb.

OCTOPOXHO

1. He BCce nuwyT npaeay. Yntaews o cebe Henpaeay B VIHTepHeTe - coobLum 06 3ToM cBOUM
pOAUTENSIM UMK ONEKyHaM;

2. MpurnawatoT nepenncbiBaThCs, Urpatb, 0OMeHNBaTLCS - NPOBEPb, HET NN NOABOXA;
3. HesakoHHOe konupoBaHue annos B IHTepHeTe - BOPOBCTBO;
4. Bceraga pacckasbiBar B3pOocCibiM 0 npobnemax B CeTU - OHU BCeraa noMoryT;

5. Micnonb3yih HacTponkn 6€30MacHOCTX 1 NPUBATHOCTK, YTOObLI HE MOTEPSATL CBOW aKKayHThI B
couceTsx 1 Apyrnx nopranax.

MO>XHO

1. YBaxan gpyrmx nonb3oBarteneu;

2. Nonb3ayelwbca VIHTEPHET-UCTOYHUKOM - fieran CChbISIKY Ha Hero;
3. OTKpbIBaW TONbKO TE CCbINKKN, B KOTOPbIX YBEPEH;

4. ObwaTtbcs 3a NOMOLLIbIO B3POCTIbIM - POAMTENM, ONEKYHbl 1 aAMUHUCTPaLIMA calToB Bceraa
MOMOryT;

5. Npongn oby4veHne Ha cante "CeTeBUYOK" 1 NOMy4Ymn NacnopT UMGpPOBOro rpaxgaHmHa!



MpunoxeHue N 2

NHOOPMALIMOHHAA NMAMATKA
1A OBYHAIOWKMXCA ANA PASMELLEHNA
HA OPULIMNATIbBHBIX MHTEPHET-PECYPCAX

C kaxablM roqoM MOMOAEXM B UHTEPHETE CTaHOBUTLCS BOorbLUE, a LWKOMbHUKA OOHU U3 CaMblX
aKTMBHbIX nosib3oBaTtenen PyHeTa. Mexay TeM, NOMMMO OrpOMHOrO KOfMyecTea
BO3MOXXHOCTEWN, UHTEPHET HeceT 1 nNpobnembl. ATa NamaATka JOSMKHA NOMoYb Tebe 6e3onacHo
HaxoanTbCs B CETW.

Komnmeeprle BUPYCbI

KoMnbloTEpHBI BUPYC - 3TO Pa3HOBMOHOCTb KOMMbIOTEPHBIX MPOrpaMm, OTiMYUTENBbHON
0COBEHHOCTLIO KOTOPOW SIBNSIETCS CMOCOBHOCTL K pa3aMHOXeHUo. B fononHeHne k aTomy,
BMPYCbl MOTYT NOBPEAUTb UMW NOSTHOCTLI0 YHUUYTOXUTL BCe ddaiinbl U AaHHbIE,
NOAKOHTPOSbHbIE NOMb30BaTEN, OT UMEHU KOTOPOro ObiNna 3anylueHa 3apaXeHHas
nporpamma, a Takke NoBpeanTb UMK faXKe YHUUYTOXUTb OnepaLMoHHY0 CUCTEMY CO BCEMM
darinamu B Lenom. B 6onbLUMHCTBE CriyYaeB pacnpoCTPaHSOTCS BUPYChl Yepes UHTEPHET.

MeToabl 3alnTbl OT BPEeOOHOCHbLIX NMporpamMm:

1. icnonb3yn coBpeMeHHbIE OnepaLOHHbIE CUCTEMbI, UMEIOLLIME CEPbE3HbIN YPOBEHDL 3aLLNTbI
OT BPEAOHOCHbIX NPOrpamMmm;

2. MNocTosiHHO yCcTaHaBnmMBam nayvTn (LnpoBkie 3annaTku, KOTopble aBTOMaTUYECKN
yCTaHaBNMBAKOTCS C LIENbo AopaboTkmn Nporpammbl) 1 apyrne 0OHOBIEHMSI CBOEN
onepaumoHHoM cuctemMbl. CkaumBam X TONbKo ¢ odomumanbHoro canta paspabotumka OC.
Ecnu cywiecTByeT pexum aBToMaTuyeckoro obHOBMNEHWS, BKITHOYN €ro;

3. PaborTait Ha cBOEM KOMMbIOTEpe noA npaBamu Nonb3oBaTens, a He agMUHUCTpaTopa. ATo He
NO3BOMUT BOMbLUMHCTBY BPEAOHOCHBIX MPOrpamMmM MHCTaNIMpoBaTbCs Ha TBOEM NEPCOHAaNbLHOM
KOMMbIOTEPE;

4. /icnonb3yn aHTUBUPYCHbIEe NPOorpamMMHbIe MPOAYKTbl U3BECTHbIX NPOM3BOAUTENEN, C
aBTOMAaTUYECKUM OOHOBIEHMEM 0as;

5. OrpaHnyb un3nyeckuin 4OCTyN K KOMNbIOTEPY AN NOCTOPOHHMX NNL;

6. Ncnonb3yi BHELLHUE HOCUTENW MHopMauuK, Takme Kak dorieLlka, guck unu dann mns
WNHTEpHeTa, TONbKO U3 NPOBEPEHHbLIX MCTOYHUKOB;

7. He oTKpbIBan KoMMNbloTEPHbIE ddanrbl, MOMYYEHHbIE U3 HEHAAEXHbBIX UCTOUYHUKOB. [axe Te
dannbl, KOTOpble NpUcran TBOW 3HAKOMbIN. Jlyylle yTouHM y HEero, OTApaBnsn N oH Tebe ux.

Cetu WI-FI

Wi-Fi - 310 He BMA nepenayn AaHHbIX, He TEXHOSOIMS, a BCEro nNuilb bpena, mapka. Eule B
1991 rogy HMgepnaHackasi KomnaHusa 3apermctpupoBana 6peHg "WECA", yto o6o3Ha4vano
cnosocoyeTaHue "Wireless Fidelity", koTopbin nepeBoguTcs kak "6ecnpoBogHas TOYHOCTL".

[o Hawero BpeMeHn goLuna gpyrasi abbpesmatypa, kKotopasi ABNSIeTCA TaKoM Ke TEXHONOrMen.
9710 abbpesnartypa "Wi-Fi". Takoe Ha3BaHue GbINO AaHO C HAMEKOM Ha CTaHAApPT BbICLLEN
3BykoBow TexHUkn Hi-Fi, 4To B nepeBoe o3HayvaeT "BbiCOKast TOYHOCTL".



[a, 6ecnnaTtHbIi MHTEPHET-0CTYN B kKade, OTENAX M a3ponopTax ABNAeTcs OTIIMYHON
BO3MOXHOCTbIO BbIX04a B MHTEPHET. HO MHOrMe akcnepTbl cuuTaloT, 4To obwenoctynHble Wi-Fi
ceTu He aABnstoTca 6e3onacHbIMU.

CoBeTbl o 6e3onacHocTn paboTbl B 00LweaocTynHbix ceTsx Wi-fi:

1. He nepepnasan cBOIO Nnu4Hyo nHgopmauuio vyepes obuenoctynHolie Wi-Fi cetn. PaboTas B
HUX, XenaTenbHO He BBOAUTb Naponu A0CTyNa, NOrMHbI U Kakne-To HOMepa;

2. Vicnonb3yi 1 06HOBNSIN aHTUBMPYCHbIE NporpamMmmMbl U 6GpaHamayep. Tem cambiM Thbl
obe3onacuLlb cebs OT 3akayku BUpyca Ha TBOe YyCTPOMNCTBO;

3. MNpwu ncnonbsosanumn Wi-Fi otkntoum dpyHkumio "O0wmm goctyn K hannam m npuHtepam”.
HaHHasa pyHKUMA 3aKpbiTa N0 YMOMYaHWMO, OAHAKO HEKOTOPbIE NONb30BaTENV akTUBMPYIOT ee
Ans yoobctea ucnonb3oBaHuns B pabote nnm ydebe;

4. He ncnonb3yn ny6nuyHein WI-FI gna nepeaayn nuyHbIX JaHHbIX, Hanpumep 4ns Bbixo4a B
coumarbHble CETU UK B SNEKTPOHHYIO MOYTY;

5. Micnonb3yi TOMbKo 3aluniLeHHoe coegmHenune Yepes HTTPS, a He HTTP, T.e. npu Habope
Beb-aapeca BBoAN nmeHHo "https://";

6. B moGunbHoM TenedoHe oTkmntoun dyHkumio "Mogkntouenne k Wi-Fi atomatnyeckn”. He
AOnyckan aBTOMaTMYecKoro nogktoyeHns yctporncrea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CeT akTUBHO BXOAAT B HALLY XXM3Hb, MHOrMe niogn paboTatoT 1 XUBYT TaMm
NOCTOSAAHHO, a B Facebook yxxe 3apernctpmpoBaH Munnnapm YenoBek, YTo ABnseTcsa 0gHOM
cebMOW BCeX XuTenen nnaHetbl. MHOrne nosnb3oBaTenn He NOHMMAaloT, YTO MHopMaLUus,
pasMeLLeHHas MM B coLMaribHbIX CETSIX, MOXET OblTb HangeHa 1 UCMnonb3oBaHa KEM YroaHo, B
TOM 4uncrie He 0bs13aTenbHO ¢ GnarMMm HaMepeHNsMN.

OcHoBHbIEe COBEThI MO 6GE30MACHOCTM B COLMAIIbHbIX CETAX:

1. OrpaHnyb cnncok apysen. Y 1ebs B opy3bsix HE LOMMKHO ObiTb CyYanHbIX U HE3HAKOMbIX
noaen;

2. 3awumiiar CBOK YacTHYHO Xn3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, aaty TBOero
POXOEHWS 1 OPYTYO NMUYHYI0 MHOPMaLMIO. 3M0YMbILLIIEHHUKM MOTYT UCMOSb30BaTh AaXe
NHOPMaLMIO O TOM, KaK Tbl U1 TBOM poaMTENN NNaHMpyeTe NPOBECTU KaHWKYIbI;

3. 3awmian cBo penyTauuio - 4epXu ee B YACTOTe U 3afaBan cebe Bonpoc: XoTen Obl Thl,
4yTOObI ApYyrMe Nnonb3oBaTeny BUOEnu, YTo Thl 3arpyxaelub? Mogymai, npexae 4Yem YTo-To
ony6nukoBaTb, HaNUcaTb U 3arpy3nThb;

4. Ecnu Tbl roBOpULLb C NIOABMW, KOTOPbIX HE 3HAELLb, HE UCMOMb3yl CBOE pearibHoe NMS U
APYryto NMUYHYI0 MHPOPMaLMK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl U nNpoyee;

5. N3beran pasmelleHus dotorpacun B UHTepHeTe, rae Tl N306pakeH Ha MecTHOCTU, Mo
KOTOPOW MOXHO ONpenennTb TBOE MECTOMOMOXEHNE;

6. |_|pl/l perncrtpaunn B couuarnbHOM ceTn HeoBX04MMO MUCMOSb30BaTh CNOXHbIE naponu,
cocTodAme n3 6yKB n Ll,I/ICbp N C KONNYEeCTBOM 3HaKOB He MeHee 8;

7. na counanbHOM ceTun, NOYTbI U APYrMX CanToB HEOHXOOUMO UCNONb30BaTh pasHble NapOonw.
Torga ecnu Te65a B3NOMatoT, TO 3MOYMbILLIIEHHUKM NOMyYaT AOCTYN TOMbKO K OQHOMY MECTY, a
He BO BCe cpaay.

OneKTPOHHbIE AEHbIN



OnEeKTPOHHbIE OEHbIN - 3TO OYeHb YAOOHbIM CNOCO6 nNnaTexewn, 0gHaKO CyLeCTBYOT
MOLLIEHHUKN, KOTOPbIE€ XOTAT MOSYYNTb 3TU AEHbIW.

OneKTPOHHbIE AeHbI NOSIBUNMUCH COBCEM HeJaBHO U UMEHHO U3-3a 3TOro BO MHOTUX
rocyfapcrBax [0 CUX Mop He NPOMNMCaHo NPO HUX B 3aKOHaX.

B Poccum ke OHU (OYHKLMOHMPYIOT U O HUX Y)Ke MPOMMCcaHo B 3aKoHe, rae UX pasgensioT Ha
HECKOIbKO BUAOB - aHOHUMHbIE M HE aHOHMMHbIe. Pa3Huua B TOM, YTO aHOHVUMHbIE - 3TO Te, B
KOTOPbIX paspeLuaeTcsi NPoBOAUTbL onepaummn 6e3 ngeHTudmukaumm nonb3oBaTterns, a B
HEeaHOHMMHbIX MOEeHTUKUKALMSA NoNnb3oBaTens sBnsieTcs 0653aTenbHON.

Takke cnegyeT pa3nunyath 3MeKTPOHHble onaTHble AeHbIM (PaBHbI FOCYAAPCTBEHHbLIM
BantoTam) U 3NIEKTPOHHbIE HedpmaTHbIe AeHbIM (HE paBHbI FOCYAapPCTBEHHLIM BanoTam).

OcHoBHbIe coBEThI N0 Ge3onacHon paboTe C SNEKTPOHHbIMU AEHbraMMu:

1. MpuBsKKM K cHeTYy MOBUNBHBLIM TenedoH. 3TO camMbii YAOOHbIV 1 BbICTPbLIN CNOCcob
BOCCTaHOBUTb 4OCTYN K cyeTy. [NpmBa3aHHbI TenedoH NOMOXeT, ecnn 3abyaellb CBOW
nnaTeXHbIN Naposib UNKu 3angellb Ha CanT ¢ He3HaKOMOro YCTPONCTBA,

2. Ncnonb3yn ogHopasoBbie naponu. [locne nepexoga Ha yCuUIeHHyo aBtTopum3saumio Tebe yxe
He BygeT yrpoXaTb ONaCHOCTb KpaXu UIu nepexasaTa nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. [NpectynHukam 6yaet He NpoCTo yragaTb CrOXHbIV Naporib.
HagexHble naponu - 3To naponu, KOTopble cogepxaT He MeHee 8 3HaKOB 1 BKMOYaloT B cebs
CTPOYHbIE U MPONUCHbIE BYKBbI, LUAPbLI U HECKOMNBKO CMMBOJSIOB, Takne Kak 3Hak gonnapa,
dyHTa, BOCKNULUaTenbHbI 3HaK 1 T.n. Hanpumep, $tROng!;;

4. He BBOOM CBOW NNYHbIE AaHHbIE HA CcalTax, KOTOPbLIM HE LOBEPSAELLb.

ONeKTpoHHadA noyTa

OneKTpoHHasa noyTa - 9T0 TEXHOMNOMMA 1 NpeaocTaBfisieMble e YCIyr Mo nepechbisike u
NOMYyYEHUIO ANEKTPOHHbIX COOBLLEHNI, KOTOPbIE pacnpeaensitoTCs B KOMMbIOTEPHON CETH.
O6bI4YHO 3NEKTPOHHbBIN NOYTOBBIN ALWLMK BbIFSAAUT criegyowmm obpasom:
UMSA_Nonb3oBaTena@ums_aoMeHa. Takke Kpome nepegadv npocToro TekcTa, MeeTcs
BO3MOXHOCTb nepenasaTb danrbl.

OcHoBHbIe COBETLI N0 Ge3onacHor paboTe C 3rEKTPOHHON NOYTOMN:

1. Hagpo BbIGpaTh NpaBumbHbIN NOYTOBLIN CepBUC. B nHTEepHeTe eCTb OrpOMHbIV BLIGOP
BGecnnaTHbIX MOYTOBLIX CEPBMCOB, OQHAKO Nyylle AOBEPATb TEM, KOro 3HaeLlb U KTO NepBbii B
PENTUHTrE;

2. He ykasbiBan B NMMYHONM NMo4YTE NUYHYI0 MHopMaumo. Hanpumep, nydiue BbiGpaThb
"My3blkanbHbIi_paHat@" nnm "pok2013" BmecTo "temal3";

3. Vicnonb3yn aByxaTanHyo aBTopm3auuio. ATo Koraa noMMMO Napons HY)XHO BBOAUTb KOA,
npuceinaemMbii no SMS;

4. Bbibepu crnoxHbi naponb. Onsa Kaaoro noYToBOro sluka AomKeH ObiTb CBOWM HAAEXHbIN,
YCTONYMBLIN K B3NOMY Naporib;

5. Ecnu ecTb BO3MOXXHOCTb Hanucatb camoMy CBOW NTUYHbIA BONPOC, UCMONb3Yyn 3Ty
BO3MOXXHOCTb;

6. Ncnonb3yi HECKONBbKO MNOYTOBLIX ALWMKOB. [MepBbIi 451 YAaCTHOM NEPENUCKN C agpecaTamu,
KOTOPbIM Tbl AOBEpPSiELLb. DTO ANEKTPOHHbBIV aapec He Hag0 MCMOMNb30BaTb NPY PErMcTpauumn Ha
dopymax n cantax;

7. He oTKpbIBan chansbl n Apyrne BroXeHUs B NMCbMax, Aaxe eCriv OHU MPULLIKM OT TBOUX
apysen. Jlyyie yTOUYHWU Y HUX, OTAPaBAsnn nNu oHn Tebe atn dannbl;

8. MNocne okoH4YaHMA paboTbl HA MOYTOBOM CepBUCE Nepen 3aKpbiTUEM BKITAAKN C CAUTOM He
3abyab HaxaTtb Ha "Bbintn".



KnbepOynnuHr unu BuptyanbHoe usaesatenbCTBO

KnbepOynnuHr - npecrnegoBaHne COOBLLEHNAMM, COAEPXKALLMMM OCKOPONEHNs, arpeccutio,
3anyrmBaHue; XynmraHcTeo; counansHoe 6G0NKOTUPOBaHNE C NMOMOLLbIO Pa3fMYHbIX MHTEPHET-
CEepBUCOB.

OcHoBHbIe coBeThl No 6opbbe ¢ KMBEPOYNIIMHIOM:

1. He 6pocarics B 60n. Jlyywwmn cnocob: nocoBeToBaTbCA kak cebs BECTU U, eCNK HET TOro, K
KOMY MOXXHO 06paTuUTbCH, TO BHa4Yarne ycnokouTbCs. Ecnun Tbl HAYHeLWb oTBeYaTb
ockopbneHnsiMm Ha ockopbneHusi, To TONbKO eLe BonbLue pasoxokellb KOHINKT;

2. YnpaBnswn ceoen knbeppenyTtaumnen;

3. AHOHMMHOCTb B CETU MHUMaS. CyLIJ,GCTByI-OT CMocobbl BbIICHUTL, KTO CTOUT 3@ @HOHUMHbIM
AKKaYyHTOM;

4. He cTonT BECTK XynuraHckuin obpas BUpTyanbHON XU3HW. IHTEPHET hmKcHMpyeT BCe TBOM
OENCTBUSA N COXPaHSIET UX. YOanuTb Ux 0ygeT KpanHe 3aTpyaHUTENbHO;

5. CobGntogain cBo BUPTyaribHYH YeCTb CMOJIOAY;

6. VIrHopupyn egnHuYHbI HeraTue. OaHOpa3oBble 0CKOPOUTENbHbIE COOOLEHNS nyYlle
urHopumpoBatb. OBbIMHO arpeccusi NpekpaLlaeTcsa Ha HavyanbHOW CTaauu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMW COOBLLEHNAMM, B COLMANbHbIX CETAX
€CTb BO3MOXXHOCTb B6/TOKMPOBKM OTNPaBKM COOOLLEHUI C onpeaeneHHbIX aapecos;

8. Ecnu Tl cBuaeTenb knbepbynnuHra. TBom AeNCTBUA: BLICTYNUTb NPOTUB NPeCneaoBaTens,
rnokasaTtb eMy, YTO ero AenCTBUS OLLEHMBAOTCA HEraTMBHO, Nog4epXaTh XXepTBY, KOTOPOK
Hy>KHa ncmuxonornyeckas noMoLlb, CoOOBLWNTL B3POCNbIM O (hakTe arpecCUBHOMO NOBEAEHNS B
ceTun.

MobunbHbIN TenedoH

CoBpeMmeHHble cMapTdOHbI M NaHWeTbl cogepxat B cebe BnonHe B3pochnbli PYHKUMOHAnM, U
Tenepb OHU MOTYT KOHKYPMPOBAaTb CO CTauUMOHapHbIMK KoMnbtoTepamn. OgHako, cpeacTs
3aWmMThl Ans No406HbBIX YCTPOMCTB NOKa 04eHb Masno. TeCTMpoBaHUe 1 NOUCK ysa3BUMOCTEN B
HUX NPOMCXOANT HE TaK MHTEHCUBHO, Kak Ans K, To xe camoe kacaeTcs 1 MOBUNbHbIX
NPUIOXEHWIA.

CoBpeMeHHble MOGUIbHBbIE Gpay3epbl yXKe NPaKTUYECKU JOrHany HacToNbHbIE aHarnoru, OHaKo
paclumpeHune yHKLMOHana BreyeT 3a coboi GOrbLLYH CMOXHOCTb Y MEHbLLYIO
3alLMLLEHHOCTb.

[laneko He Bce npon3BoanTeNn BblMyCKakoT 0OHOBMEHNS, 3aKpbiBawLlLne Kputn4eckme
yA3BUMOCTU AJ1A4 CBOUX yCTpOVICTB.

OcHoBHble coBeThbl Ansa 6esonacHocTn MobunbHoro TenedoHa:

Huuero He siBNsieTcs no-HactoseMy 6ecnnaTtHbiM. Byab ocTopoxeH, Beab korga Tebe
npeanaratoT 6ecnnaTtHbIn KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-To MraTHbIe YCIyru;

Oyman, npexge Yem otnpasute SMS, ¢oTO nnm BMaeo. Tl TOMHO 3HaELb, rae OHn 6yayT B
KOHEeYHOM utore?

Heobxoarmo 06HOBNATE ONEpPaLUMOHHYI0 CUCTEMY TBOEro CMapTdOoHa;
Mcnonb3yn aHTUBMPYCHbIE NpOorpamMMbl 45151 MOBUIbHBIX TeNedOHOB;

He 3arpy>i<a|7| NPpUNoXeHna oT HEM3BECTHOIO NCTOYHUKa, BEAb OHU MOTYT coAepXaTb
BpeaoHOCHOEe nporpaMmmMmHoe obecneyeHue;



[Nocne Toro kak Thbl BbINAELLL C CanTa, rae BBOAWUN JINYHYIO MHOPMaLMIO, 3ain B HACTPONKK
Gpaysepa n yganu cookies;

rlepVIO[J,VI‘-IeCKVI I'IpOBGpFIVI, Kakme nraTtHble YCIyrn aktTuBnMpoBaHbl HA TBOEM HOMEpPE;

[aBawn cBon HoMep MOBUNBHOro TenedoHa TOMNbKO MAAM, KOTOPbIX Thbl 3HAELLb 1 KOMY
AoBepsieLlb;

Bluetooth pormkeH 6biTb BbIKMOYEH, KOraa Tol UM He Nonb3yelbes. He 3abbiBan nHorga
NpoBepsiTb 3TO.

Online urpsbl

CoBpeMeHHbIe OHMNaMH-UrPbl - 3TO KpacoYHble, 3axXBaTblBalOLLME pa3BrievyeHusl, 0obeanHsioLwme
COTHM ThbICSY YernoBeK Mo Bcemy Mupy. Arpoku nccneayoT AaHHbI UM MUp, obLiatoTcs apyr C
APYroM, BbIMOMHSIIOT 3aaHNsl, CPaXKaloTCs C MOHCTPaMM U MOMyYatoT OnbIT. 3a YA0BONbCTBUE
OHM NNaTAT: MOKyNatoT AWCK, OnfaynBaT aboHeMeHT nnv npuobpeTatoT KakMe-To onuum.

Bce atu cpeacTBa nayT Ha nogaepXKaHve 1 pasBuTe Urpbl, a Takke Ha caMy 6e30nacHOCTb:
COBEPLUEHCTBYOTCS CUCTEMbI aBTOPM3aLIMM, BbiNMyCKaOTCS HOBbIE NaTyM (LMpoBbLIE 3annaTku
AN nporpamm), 3aKpbiBalTCs YA3BUMOCTU CEPBEPOB.

B nogo6HbIX Urpax cTouT onacaTbCs He CTOSIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXKn TBOEro
naporns, Ha KOTOPOM OCHOBaHa cucTema aBTopu3aLumn GoNbLUMHCTBA Urp.

OcHoBHbIe COBEThI N0 6E30NAaCHOCTN TBOETO MrpoBOro akkayHTa:

1. Ecnu gpyron urpok Beaet cebs nnoxo unu cosaaeT Tebe HeENpPUATHOCTU, 3aBIOKMPYIA ero B
CMNUCKE UrPOKOB;

2. Moxanynca agMUMHUCTpaTOpaM Urpbl Ha NMyoxoe NoBeAeHMe 3TOro Urpoka, XXenaTenbHo
NPUNOXNTb KakMe-To JoKasaTeNnbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4yHyto nHopmavrmio B npoanne urpsbl;
4. YBaxau Apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnvBai HeouLManbHble Natim U Moapl;

6. Ncnonb3yi CroXHble U pasHble Naponu;

7. Jaxe BO BpeMs Urpbl He CTOUT OTKITOYaTb aHTMBUPYC. oKa Tl Urpaellb, TBOW KOMMNbLIOTEP
MOryT 3apasuTb.

OULIVHT nnn KpaXa JINYHbIX AaHHbIX

O6bl4HON KpaXken OeHer U JOKYMEHTOB CEerofHs YXe HUKOro He YAUBULLbL, HO C Pa3BUTUEM
NHTEPHET-TEXHOMNOMI 35I0YMbILLMIEHHUKM NEPEMECTUITUCE B UHTEPHET, N NPOJOIKaoT
3aHMMaTbca "NbMbIM" Aenom.

Tak nosiBMnack HoBas yrpo3a: MHTEPHET-MOLLEHHUYECTBa NN OULLIKHT, rNaBHas Lenb
KOTOPOro COCTOUT B NOMy4YeHUN KOHPUAEHUNANbHbIX JaHHbIX Nonb3oBaTenen - NorMHoB 1
naponeun. Ha aHrnunckom asbike phishing Yntaetcs kak dpuwmnHr (ot fishing - ppibHas noens,
password - napons).

OcHoBHble coBeTbl No 6opbbe ¢ PULLMHIOM:

1. Cnegu 3a cBOMM akkayHTOM. Ecnu Tl nogo3peBaellb, YTO TBOS aHkeTa Oblna B3nioMaHa, 1o
Heobxoanmo 3abnokMpoBaTb ee U COOOLWNTL agMMHMUCTPaTOpam pecypca 06 3TOM Kak MOXHO
cKopee;

2. Ncnonb3ayi 6e3onacHble Be6-calThl, B TOM YUCTE, MUHTEPHET-Mara3nHoB 1 NOUCKOBbIX
cUCTEM;



3. Vicnonb3ayi cnoxHble u pasHble naponu. Takum obpasom, ecnm 1eb4 B3fomaroT, TO
3M10YMbILNIEHHWKM NOy4YaT 4OCTYN TOMbKO K OAHOMY TBOEMY NMPOdUIII0 B CETU, @ HE KO BCEM,;

4. Ecnu 1ebsa Banomanu, To Heo6xoaumo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOPbIe
Ao6GaeneHbl y Tebsi B Apy3bsix, O TOM, YTO TGS B3noManu 1, BO3MOXHO, OT TBOEro MMeHu byaeT
paccbinaTbCs cnam U CCbINKM Ha (OULLIMHIOBbLIE CalThl,

5. YctaHoBu HagexHbirn naposnb (PIN) Ha MoGunbHbIM TeNnedoH;
6. OTkNoUM coxpaHeHne napons B bpaysepe;

7. He oTkpbIBan chansbl U gpyrne BrOXeHUs B NMCbMax, AaXe eCrivi OHU NMpULLNn oT TBOUX
Apy3sen. Jlydwe yTouHN y HUX, OTNpaBnanu nn oHn Tebe atun hannol.

LUndpoBasa penytaums

Lindpposas penytaums - 3T0 HeraTMBHas unm no3nTueHast MHdpopmauusa B cetn o Tebe.
KomnpomeTupytoan nHpopmaums, pasmeLLeHHas B UHTEPHETE, MOXET Cepbe3HbIM 00pa3om
OTPa3nTbCS Ha TBOEW peanbHOM XunsHu. "Lincdposas penytauma” - 3To TBOW MMULXK, KOTOPbIN
dopmupyeTcsa 13 nHopmauum o Tebe B MHTEPHETE.

TBOE MECTO XuUTenbCTBa, y4ebbl, TBOe PUHAHCOBOE MOSOXeHNE, 0COGEHHOCTM XapakTepa U
pacckasbl 0 6rM3KMX - BCE 3TO HaKanMBaeTCsi B CETU.

MHorne NnoapoCTKM NErKOMbICIIEHHO OTHOCATCA K NyGrvkauum nnyHon nHdopmalmmn B
VHTepHeTe, He NOHMMAas BO3MOXHbIX NOCNeACTBUNA. Thl JaXe He CMOXELUb JorafaTbCs O TOM,
4yTO dhoTorpacdums, pasmelleHHasi 5 NeT Hasaa, ctana NPMYNHOM OTKasa NpuUHATL Tebd Ha
pabory.

KommeHTapuu, pasmeLleHne TBoux poTtorpadoui n gpyrme 4ENCTBUS MOTYT HE UCHE3HYTb Jaxe
nocre Toro, Kak Tbl UX yaanuiib. Tbl HE 3HaELb, KTO COXPaHWUIl 3Ty MHpopmaLMto, nonana nm
OHa B NMOUCKOBbIE CUCTEMbI 1 COXpPaHWUach 1 OHa, a rMaBHOE: YTO NogymatoT o Tebe
OKpy>KatoLLme nogun, KoTopble HangyT 1 yBnaaT 910. HanTtu nHopmMaumnio MHOro feT cnycTs
cMOXeT ntobon - kak n3 gobpbIX NOOYXAEHWIA, TAK U C HAMEPEHNEM NPUYNHUTL Bpeq. OTO
MOXeT BbITb KTO YrogHo.

OcCHOBHbIE COBEThI MO 3aLLMUTE LUGPPOBON penyTaLni:

1. MNMoayman, npexae Yem 4To-To NybrmkoBaTb U Nepegasath y cebsa B 6nore unu B
couuarnbHOM ceTu;

2. B HacTporkax npodunst ycTaHOBMU OrpaHMyYeHnst Ha NPOCMOTP TBOEro Npodunns n ero
COOEePXKMMOro, caenan ero Tonbko "ans gpysen”;

3. He paamewian 1 He ykasbiBan MHopMaLuio, KOTopas MOXET KOro-nnbo ockopbnsaTb unm
obmxaTb.

ABTOpCKOe npaBo

CoBpeMEeHHbIe LLKOMNbHUKN - aKTUBHbIE NOMb3oBaTenu umMdgpoBoro npoctpaHcTea. OgHako
[laneko He BCe 3HatoT, YTO Mofb30BaHNe MHOTMVMM BO3MOXHOCTAMU LiMdbpoBOro munpa tpebyet
cobntofeHns NpaB Ha UHTENNEKTyanbHy COGCTBEHHOCTb.

TepMmuH "vHTEeNnnekTyansHas coObCTBEHHOCTL" OTHOCUTCA K Pa3finyHbiM TBOPEHUAM
YerioBeYeCKOro yma, HaunmHas ¢ HOBbIX M3006pPEeTEHUIN 1 3HAKOB, 0603HAYarLWMX COBCTBEHHOCTb
Ha NpoAYKTbl U YCNYrK, U 3akaH4MBas KHUramu, potorpacmamm, KMHoUNbMamMmn n
MYy3blKanbHbIMW MPON3BEAEHUAMMU.

ABTOpCKVIe npaBa - 3TO NnpaBa Ha UHTeNNEeKTyarbHYHO COBCTBEHHOCTb Ha nponseseneHna Hayku,
nmTepaTypbl U NCKYCCTBa. ABTOpCKI/Ie npaea BbICTYyNarkoT B Ka4eCTBe rapaHTun T1oro, 4to
I/IHTeJ'IJ'IeKTyaJ'IbeIVI/TBOp'-IeCKVIIZ TpyA aBTOpa He 6yneT HanpacHbIM, OacT eMy cnpaBennmBbie



BO3MOXXHOCTU 3apaboTaTh Ha pesynbTaTax CBOero Tpyaa, nonyYnTb M3BECTHOCTb M NMPU3HaHKe.
HukTo 6e3 paspelueHnsi aBTopa He MOXET BOCMPOM3BOAMUTb €70 Npon3BEAEHME,
pacnpocTpaHsiTb, Ny6rM4yHO AeMOHCTPUpoBaTh, NPoAaBaTh, MMNOPTUPOBATb, MNyckaTb B NpoKar,
NyGNMYHO UCMOSNHATb, NMOKa3bIBaTL/UCMONHATL B 3Mpe Unu pasMeLlaTtb B MIHTepHeTe.

WNcnonb3oBaHue "nupaTckoro” nporpammHoro obecneyeHns MoXXeT NPUBECTM K MHOMMM pUCKaM:
OT NOTepu AaHHbIX K TBOMM akkayHTam [0 GrOKMPOBKM TBOEro YCTPOWCTBA, F4e YyCTaHOoBMEeHa
HeneranbHasi nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYIOT NleranbHble U
HecnnaTHble Nporpammbl, KOTOPbIE MOXHO HAWTU B CETHU.

O noptane

CeTeBUYOK.pch - TBOM rMaBHbIN COBETYUK B CETU. 34eCb Thl MOXELb Y3HaTb O 6e30nacHOCTH B
CETW MOHSATHbLIM U AOCTYMHbIM SI3bIKOM, @ NP BO3HUKHOBEHUN KPUTUYECKOW CUTYaLUK
obpatnTbCs 3a coBETOM. A Takke NMPUHSTb y4acTMe B KOHKYpCax U CTaTb CaMbiM LIMPOBLIM
rpaxgaHmHom!



MpunoxeHue N 3

MAMATKA ONs POOUTENEN OB MH®OPMALIMOHHOW BE3OMNACHOCTW OETEN

OnpegeneHne TepmrHa "MHoOpMaLMoHHas 6e30nacHOCTb AeTeN" COOEePXKUTCA B
degepanbHom 3akoHe N 436-d3 "O sawuTe geten ot MHopMaLmm, MPUHYNHSAIOLLEN Bpea nx
3[10POBbLI0 U Pa3BUTUIO", PErYNINPYIOLLIMM OTHOLLUEHWS, CBSAI3aHHbIE C 3alMTON geTen OT
NMHOPMaLIMK, MPUYUHAIOLLLEN BPe NX 300POBbLI0 U (Mnn) pa3suTuto. CornacHo 4aHHOMY 3aKOHY
"MHopMaLMOHHas 6e30nacHOCTb AeTen" - 3TO COCTOSIHME 3aALLULLEHHOCTU, NPU KOTOPOM
OTCYTCTBYET PUCK, CBSA3@HHbIV C NPUYMHEHNEM UHPOpMaLmen Bpeaa Ux 340p0Bblo 1 (Mnn)
PU3nYeckomy, NCUXMYeCcKomy, JyXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epgepansHoro 3akoHa N 436-93 nHdopMaumen, NpUYMHAIOLWLEN Bpes 300POBLIO U
(Mnn) pasBuTUO aeTen, SBNAETCS:

1. HOpMaLVs, 3anpeLleHHas Ans pacnpocTpaHeHus cpean aeTen;

2. HdopMauus, pacnpocTpaHeHne KOTOPON OrpaHNYeHo cpean geTen onpeneneHHbIX
BO3PACTHbIX KaTEeropui.

3. K uHdopmaumm, 3anpeLleHHon Anga pacnpocTpaHeHnsa cpean geten, OTHOCUTCA:

4. nHdopmauus, nobyxgaroLlasa geTen K COBEPLUEHNIO AENCTBUN, NPeACTaBNAIOWMNX YIPO3y UX
XWU3HU 1 (UNN) 300POBLIO, B T.4. NPUYNHEHMIO Bpeda CBOEMY 340POBbH0, CAMOYOUIACTBY;

5. cnocoBHOCTL BbI3BaTb Y AETEN XKenaHne ynoTpebuTb HapKoTMYeCcKMe CpeacTBa,
NCUXOTPONHLIE U (MNK) oAypPMaHMBaKLLME BELLECTBa, TabayHble N34enusi, ankorosibHy U
cnMpTocodepKallyto NpoayKUMIo, MMBO U HANUTKW, N3rOTaBMMBAEMbIE HA €ro OCHOBE; NMPUHATL
yyacTue B asapTHbIX Urpax, 3aHMMaTbCst NPOCTUTYLMEN, OPOLASKHUYECTBOM UK
nonpoLlanHN4eCTBOM;

6. oGocHOBbIBatoLWasi Uy onpaeabiBatoLLas 4ONYCTUMOCTb HAacUIUS U (UNK) KECTOKOCTH NGO
noGyxxaatoLLas OCyLLEeCTBNSATb HACUIbCTBEHHbIE AENCTBUSA MO OTHOLLEHMIO K MIOAAM U
XUBOTHbIM;

7. oTpyuaroLasa ceMenHble LEHHOCTU 1 (DOPMUPYIOLLIAs HeYBaXXeHWE K poanTensm u (unwm)
APYTYM YrieHaM CeMbM;

8. onpaegbiBatoLasa NpoTMBONPaBHOE NOBEAEHUE;
9. cogepxallasa HeLeH3ypHyto 6paHb;
10. cogepxallasa nHopmMaumno NopHorpadmnyecKoro xapakrepa.

K nHopmauum, pacnpoctpaHeHMe KOTOPON orpaHU4YeHo cpeaun AeTen onpeaeneHHoro
BO3pacTa, OTHOCUTCS:

1. nHopmauus, NnpeacTaBnsemMas B Buae n3obpaxeHust nm onmcaHns XeCToKoCTH,
PU3NYECKOro 1 (UNKN) NCUXMYECKOrO HACKUIKUS, NPECTYNMEHNS NN MHOMO aHTUOBLLLECTBEHHOIO
JENCTBUS;

2. BbI3blBalOLLAA Y AETEN CTPax, yKac Unu NaHuky, B T.4. NpeacTaBnsemMas B Buae
N306paXkeHns UM ONMCaHNs B YHIDKaIOLLEN YenoBevyeckoe 4OCTOMHCTBO hopme
HEeHacuUnbCTBEHHON cMepTH, 3aboneBaHns, CamoybuincTBa, HECHACTHOrO Cry4Yas, aBapvmn unu
KaTacTpodbl 1 (Mnn) nx NocneacTBui;

3. npencraensgemas B BUAE N3006pakeHUsa Nnmn onncaHns NosioBbIX OTHOLLIEHUI MEXOY
MY>XHYMHOWM U XKEHLLNHOM;

4. copepxallas 6paHHble CroBa M BblpaXKEHUs!, HE OTHOCSLLMECS K HeLLleH3ypHOW GpaHu.

C yueTtom atoro Bam npegnaratotcs npasuia pabdoTbl B ceTu VIHTEpHET Ansa pasnmyHbIX
BO3PACTHbIX KaTeropui, cobnogeHne KoTopbiX No3BONUT 06ecnevnTb MHPOPMALIMOHHYO
©e3onacHoCTb BalLNX OETEN.



O6wme npaBuna ansa pogutenen

1. He3zaBucumo ot Bo3pacTa pebeHka ncnonb3ynrte nporpaMmHoe obecrnedeHume, nomorarowee
nnNbTpoBaTb U KOHTPONMPOBaTb MHGIOPMALMIO, HO HE nonaranTechb NOSIHOCTLIO Ha Hero. Bawe
BHMMaHue K pebeHKy - rmaBHbli MeTof 3alUnThl.

2. Ecnn Baw pebeHoK nmeeT akkayHT Ha 0gHOM U3 coumanbHbix cepsucos (LiveJournal,
blogs.mail.ru, vkontakte.ru n T.n.), BHUMaTENbHO U3y4nTE, KaKyto MHPOPMAaLMIO NOMELLIAIOT ero
Yy4YaCTHUKM B CBOMX Npodhmnsx u 6norax, Bkrovas doTtorpacum n suageo.

3. lNpoBepbTe, C KAKUMK APYrMMM CanTamm CBsI3aH coumanbHbi cepBuc Balero pebeHka.
CtpaHnykm Bawero pebeHka moryT 6biTb 6€30nacHbIMK, HO MOTYT U COAEepXaTb CChINTKN Ha
HeXXenaTtenbHble U OnacHble CanTbl (HanpuMep, NOPHOCANT, UMK CanT, Ha KOTOPOM ApYr
yrnoMuHaeT HOMep COTOBOro TenedgoHa Bawero pebeHka nnv Baw gomaluHun agpec)

4. MoowpsanTe Bawmnx geten coobuiatb 060 BCEM CTPAHHOM UMW OTTalNKMBAOLEM U HE
CINULLUKOM OCTPO pearmpymTe, Korga oOHu 370 genarT (M3-3a onaceHnsa NoTepsaTb OCTYN K
WHTepHeTy AeTn He roBopAT poantensim o npobnemax, a Takke MOryT HavaTb MCMNOMb30BaTb
WHTEpHET BHE AOMa W LUKOSbI).

5. ByobTe B Kypce ceTeBoM xun3HN Bawwero pebeHka. IHTepecynTech, KTO UX Apy3bsi B
VHTepHET TakK e, Kak MHTepecyeTecChb pearnbHbIMU APY3bsMU.

Bo3pacT ot 7 go 8 ner

B MIHTepHeTe pebeHOK cTapaeTcs NOCETUTL T€ UINN UHbIE CalTbl, @ BO3MOXHO U 4aThl,
paspeLleHne Ha NnoceLLeHne KOTopbIX OH He nony4dun 6bl OT poautenen. Noatomy poanTensm
0c0obeHHO nonesHbl byayT Te OTYETbI, KOTOPble NPEAOCTaBNATCA NporpaMmMamMm no
orpaHnyeHunto ncnonb3oBaHusa VMIHTepHeTa, T.e. PoanTtenbCckuin KOHTPOb UMK TO, YTO Bbl
CMOXeTe yBMAETb BO BpEMeEHHbIX dhavinax. B pesynbTaTte, y pebeHka He ByaeT owyLeHns, 4To
3a HUM BeAETCS NOCTOSAHHbIN KOHTPOSb, OAHAKO, pOAUTENM ByayT NO-NPeXHEMY 3HaTb, Kakne
caunTbl nocewaeT ux pebeHok. [leTn B JaHHOM Bo3pacTe ob6nafgatoT CUIbHbIM YyBCTBOM CEMBM,
OHW JOBEPYMBLI N HE COMHEBaOTCA B aBTopuTeTax. OHKM NobAaAT nrpaTb B CETEBbLIE UMPbI U
nyTewecTsoBaTtb No VIHTEPHETY, NCNOMb3Ys SNEKTPOHHYIO NOYTY, 3aXO4UTb Ha CalThbl 1 YaThbl,
He peKoMeHOOBaHHble POAUTENAMM.

CoBeTbl Mo 6e3onacHocTn B ceTu VIHTepHeT ans geten 7 - 8 net

1. Cosgante cnncok JOMaLLHUX NpaBun nocelleHnss MHTepHeTa npu ydactum geten n tpebynte
€ro BbINOMHEeHUs.

2. TpebywiTte oT Bawwero pebeHka cobnofeHnsa BpeMeHHbIX HOPM HaxXoXAeHus 3a
KomnbtoTepoMm. MNokaxnte pebeHky, 4to Bbl HabnogaeTe 3a HUM He NOTOMY 4TO Bam aTo
xoueTcs, a noTomMy 4To Bbl 6ecrnokonTtech 0 ero 6e3onacHOCTM 1 Bcerga rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogkntoveHnem Kk IHTepHeTy JomKeH HaxoauTbCa B obLLe KoMHaTe noa
NPUCMOTPOM poAUTENEN.

4. |/|CI'IOJ'Ib3yl7ITe crneuwnanbHble OeTCKne NoncKoBble MallHbI.

5. MCﬂOﬂbSyVITe cpeacTea 6]'IOKI/IpOBaHVIF| HeXXeaTeslbHOro KOHTeHTa KakK AOoMNoJIHEHUE K
CTaHOapTHOMY PO,EI,I/ITeJ'IbCKOMy KOHTPOIIO.

6. Cospganite CeMENHbIN 3MNEKTPOHHLIN LMK, YTOObLI HE NO3BOMNNTL AETSM UMETb COOCTBEHHbIE
agpeca.

7. BnokvpyinTte fOCTyn K cantam ¢ 6ecnnaTHbIMU NOYTOBBLIMU ALMKAMWN C MOMOLLbIO
COOTBETCTBYHIOLLEro NporpaMMHoOro obecneveHus.

8. MpuyunTe geten coseToBaTbCca ¢ Bamun nepea onybnvkoBaHMeM Kakom-nmbo nHdopmawmm
CcpencTBaMu 3NIEKTPOHHOW MOYTLI, YaToOB, PErMCTPALMOHHBIX hopM 1 Npodunen.



9. Hayunte geTten He 3arpyxaTb (annbl, nporpaMMbl U My3blky 6e3 Baluero cornacusi.

10. He paspeluanTe geTsMm ncnonb3oBatb Cry0bl MTHOBEHHOrO 06MeHa CooBLLEHNAMMN.

11. B "6enbIn" cNnncok canToB, pas3peLLeHHbIX 4SS NOCELLEeHNsl, BHOCUTE TOSMbKO CalTbl C
XOopoLlen penyTaunen.

12. He 3abbiBanTe 6ecemoBath ¢ AeTbMn 06 nx Opy3bsx B MIHTepHeTe, Kak ecnu Gbl peyb Wwna
O ApY3bsX B peanbHOM XXNU3HW.

13. He genavite "taby" n3 BONpoCOB NOMOBOM XN3HU, TaK Kak B IHTepHeTe geTn MoryT nerko
HaTKHYTbCA Ha NnopHorpaduio nnn canTtel "Ans B3poCsbIx".

14. MpuyuunTe Bawero pebeHka coobuatb BaMm 0 Mobbix yrpo3ax unm TpeBorax, CBA3aHHbIX C
MHTepHeToM. OcTaBanTeCb CMOKOMHBLIMW 1 HANOMHUTE AETSIM, Y4TO OHM B 6e30onacHoCTK, ecrnu
camu pacckasanu Bam 0 CBOMX TpeBorax. [oxsanuTe nx n nocoBeTynTe NOAOWTU eLle pas3 B
Nogo0OHbIX cryyasx.

Bo3spacT geteun ot 9 oo 12 netr

B naHHOM Bo3pacTe 4eTu, Kak NpaBuIio, yxe HacrnbllwaHbl O TOM, Kakasi HdopMaLums
cyuiectByeT B MIHTepHeTe. CoBepLUEHHO HOPMarbHO, YTO OHU XOTAT 3TO YBUAETb, NPOYECTb,
ycnbiwatb. [pn 3TOM HYXKHO MOMHUTb, YTO AOCTYM K HEXenaTenbHbIM MaTepuanam MOXHO
nerko 3abnokupoBaTb NpU NOMOLLM cpeacTB PoauTenbckoro KOHTPONS.

CoBeTbl o 6e3onacHocTy ans geten ot 9 go 12 net

1. Cosganite CnMcoK AoMaLLHMX NpaBui nocewennss IHTepHeT nNpu yyactumn geTen n tpebyinte
€ro BbINOMHEeHUsI.

2. Tpebywite oT Bawwero pebeHka cobntogeHnsa HOpPM HaxOXAEHMS 3a KOMMNbIOTEPOM.

3. Habnopante 3a pebeHkom npu paboTe 3a KOMMNbTEPOM, MOKAXKUTE eMy, YTO Bbl
6ecnokonTechb 0 ero 6e3onacHOCTU 1 BCerfa rotoBbl Oka3aTb €My MNOMOLLb.

4. KomnbtoTep ¢ nogkrtoveHnemM B IHTEPHET OOIMKEH HAaXoauTbCS B OOLLIE KOMHATE MoA
NPUCMOTPOM pOAUTENEN.

5. VcnonbayinTe cpeactea GroknpoBaHMs HEXeNaTeNbHOro KOHTEHTa Kak JOMNONTHEHNE K
cTaHgapTHoMy PoanTtensckoMy KOHTPOSHO.

6. He 3abbiBanTe npyHMMaTh HEMOCPEOCTBEHHOE y4YacTue B XKMU3HU pebeHka, beceaoBathb C
aeTbMu 06 nx apy3bsax B MIHTepHeTe.

7. HacTtavawTe, 4Tobbl €TV HUKOrAA He cornallanncb Ha NMUYHbIE BCTPEYN C APY3bSMU NO
WHTepHeTy.

8. MNo3BonanTe AeTam 3axo4nTb TOMbKO Ha CanTbl U3 "Benoro” cnucka, KOTopbI co3ganTe
BMECTE C HUMMW.

9. MNpuyynTe aeTel HUKOraa He BblAaBaTb NIMYHYO MHOPMALIMIO cpeacTBaMu 3MEeKTPOHHOM
NoYTbl, YaTOB, CUCTEM MIHOBEHHOIO 0OMeHa COOBLLIEHNAMU, PErMCTPALMOHHBLIX POPM, JTIUYHBLIX
npodouner n Npu perucTpaumm Ha KoHKypcol B IHTepHeTe.

10. MpuyunTe geTen He 3arpyxaTtb nporpammbl 6e3 Bawero paspeweHns. O6bACHUTE UM, YTO
OHW MOTYT Cry4anHo 3arpy3uTb BUPYCbl NN OPYroe HexxenaTtenbHOe NporpaMmMHoe
obecneveHue.

11. Cospavite Bawemy pebeHKy orpaHMYeHHy0 y4eTHYI0 3annch Ang paboTbl Ha KOMMNboTepe.

12. MpuyumnTe Bawero pebeHka cooblatb Bam 0 Mobbix yrpo3ax unm TpeBorax, CBA3aHHbIX C
NHTepHeToM. HanomHuTe geTsiM, 4To OHM B 6€30MacHOCTH, eCrM camMun pacckasanv Bam O
CBOWX TPEBOrax v onaceHusx.

13. PacckaxuTte getsam o nopHorpadum B IHTepHeTe.



14. HactamBanTe Ha TOM, 4YTOObI 4eTV NpeaoCTaBnann Bam SOCTYN K CBOEWN 3MEKTPOHHOM
noyTe, 4TobbI Bbl YOEOUNUCH, YTO OHM HE OBLLATCS C HE3HAKOMLIAMW.

15. O6bsACHNTE AETSM, YTO HEMb3sl UCMOMb30BaTh CETb AN XYNUraHCTBa, pacnpoCcTpaHeHu s
CnreTeH Unu yrpoas.

Bo3spacT geteu ot 13 no 17 net

B aTom Bo3pacTe NoapoCTKM aKTUBHO MCMOMb3YOT NOUCKOBbIE MaLUMHbI, NONb3YHTCS
3NEKTPOHHOW NOYTON, Cry>k6amMyM MrHOBEHHOTO 06MeHa COOBLLEHMSIMU, CKauYMBaOT My3bIKy U
unbmbl. Manb4mkam B 3TOM Bo3pacTte 6orbLue No HpaBy CMeTaTb BCE OrpaHUYeHUs], OHU
XaxayT rpyboro toMopa, asapTHbIX Urp, KAPTUHOK "ans B3pocnbix". [leBoYku npeanodmTarT
obLaTbcs B YaTax, Npy 3TOM OHU ropasao Gornee YyBCTBUTESbHbI K CEKCyarnbHbIM
fomoraTenbcTeam B VIHTepHeTe.

3ayacTylo B 4aHHOM BO3pacTe POAUTESNSM YXXe BECbMa CNOXHO KOHTPONMpoBaTb CBOUX AeTen,
Tak kak 06 VIHTepHETE OHM yXXe 3HalT 3HAYMTENBbHO DOoMbLle CBOUX poanTenen. Tem He MeHee,
He oTnyckanTe geten B "cBoboaHoe nnasaHue" no MiHTepHeTy. CTapantecb akTUBHO
y4yacTtBoBaTb B 00LieHn pebeHka B VIHTepHeTe.

BaxxHo no-npexHemy cTporo cobntogatb npaeuna MHTepHeT-6e30MacHOCTU - cornalleHne
Mexay poauTenammn n aetbMu. Kpome Toro, HE06X0AMMO Kak MOXHO Yalle npocMaTpuBaTh
OTYeTbI 0 AesTenbHoCcTU aeten B MHTepHeTe. CneayeT ob6paTuTb BHUMAHUE Ha
HeobXOAMMOCTb CoAepKaHUs PoaUTENbCKUX Naponel (naponen aaMUHUCTPaATOPOB) B CTPOrOM
cekpeTe 1 06paTUTb BHUMaHWE Ha CTPOroCTb 3TUX Naponei.

CoBeTbl N0 6e3onacHoOCT B 3ToM Bo3pacTte oT 13 oo 17 net

1. Co3gante Ccnncok 4OMaLLHKX NpaBui nocelleHnst MHTepHeTa nNpy y4acTum NogpPOCTKOB U
TpebynTte 6Ge3ycrnoBHOro ero BbinonHeHusi. O6roBopuTte ¢ pebeHKOM CMMCOK 3anpeLleHHbIX
caunToB ("4epHbI cnNMCoK"), Yackl paboTbl B IHTEpHETE, pyKOBOACTBO MO O6LLEHMIO B
NHTepHeTe (B TOM uyncrie B YaTax).

2. KomnbtoTep ¢ NoAKo4eEHNEM K ceTU VIHTEpHET A0MmKeH HaxoamTbcsa B 00LLEeN KOMHATE.

3. He 3abbiBanTe 6eceqoBaTb C AeTbMM 00 MX APYy3bsax B VIHTEpHETE, O TOM, YEM OHU 3aHSAThI
Taknum obpasom, 6yaTo peyb MAET O APY3bsX B peanbHOM Xu3Hu. CnpawumsanTe o nigsax, ¢
KOTOPbIMW AeTn 00LatoTCA NOCPEACTBOM CNY>X6 MrHOBEHHOTO 0O6MeHa coobLLeHMAMK, YTOObI
ybemnTbCs, YTO 3TV NMOAN UM 3HAKOMBI.

4. |/|CI'IOJ'Ib3yl7ITe cpeacTtea 6J'IOKI/1pOBaHI/I$I HeXenaTteribHOro KOHTeHTa Kak AOoMNnoJfiHeHNE K
CTaHOapTHOMY POD,I/ITeJ'IbCKOMy KOHTPOIIO.

5. HeoG6xoanmo 3HaTb, KakumMu YaTamu nonb3yoTcsa Bawm geTtu. MNoowwpsiTe ncnonb3oBaHue
MOAEPUPYEMbLIX YAaTOB U HAcTamBanTe, YTOObl AeTK He O0LLanncb B MPMBAaTHOM PeEXUME.

6. HactamBanite Ha TOM, YTOObI ETM HMKOr4a HEe BCTPeYasnuch JIMYHO C APY3bsSMU N3 CETU
WHTepHeT.

7. MNMpuyynte geten He BblaBaTb CBOK NIMYHYO MHPOPMaLMIO CPEACTBaMU SNEKTPOHHOM
NOYTbI, YaTOB, CUCTEM MIHOBEHHOIro 0bMeHa CoOoBLLEHNAMN, PErMCTPaLMOHHBIX (DOPM, MUYHBIX
npodunen n Npu permctpaumm Ha KoHKypcol B IHTepHeTe.

8. MpuyunTe geten He 3arpyxatb Nnporpammbl 6e3 Bawwero paspewerns. O6bACHUTE UM, YTO
OHW MOTYT Cry4alHo 3arpy3uTb BUPYCbl UNN OPYroe HexenaTenbHoe NporpammMHoe
obecneveHue.

9. Mpuyumnte Bawero pebeHka coobLuatb BaM O Mobbix yrpo3ax unm TpeBorax, CBA3aHHbIX C
NHTepHeTOM. HanomHuTe geTsiM, 4To OHM B 6€30MacHOCTH, eCriv camMun pacckasanv Bam, O
CBOMX yrpo3ax unu Tpesorax. [loxsanute nx 1 NOCOBETYNTE NOAONTM eLe pa3 B Nog06HbIX
cnyvasx.



10. PacckaxuTte getsim o nopHorpadum B VIHTepHeTe. [Nomornte nv 3awwmtntbes OT cnama.
HayuyuTe nogpocTkoB He BblaaBaTb B VIHTepHeTe CBOEero peanbHOro afIeKTPOHHOro agpeca, He
OoTBeYaTb Ha HeXenaTternbHble NMCbMa W NCMOMb30BaThb CreumanbHble NOYTOBbIE (PUNBLTPbI.

11. MpuyunTe cebsa 3HaKOMUTLCS C cCanTaMu, KOTOpble NoceLlalT NOgPOCTKN.

12. HayuuTe geten yBaxaTb ApYrnx B MHTEpHeTe. YbeamnTech, YTO OHN 3HAKOT O TOM, YTO
npasuna xopoLuero noBegeHnsa AeCTBYIOT Be3ae - Aaxe B BUPTyaribHOM MUpe.

13. OGbACHNUTE AETSAM, YTO HM B KOEM Crlydae Hemnb3s ucnonb3oBaTh CeTb Anst XyNUraHcTea,
pacnpocTpaHeHUsi CNNeTeH UNn yrpo3 Apyrum Nogsm.

14. O6cyguTe ¢ NogpoCcTKammn NpobrieMbl CETEBBLIX a3apTHLIX UIP Y X BO3MOXHbIN PUCK.
HanomHuTe, 4TO 4ETWN HE MOTYT MUrpaThb B 3TN UrPbl COMNACHO 3aKOHY.

[MOCTOAHHO KOHTPONMPYNTE Ucnonb3oBaHue VHTepHeTa Bawwmm pebeHkom! 310 He HapyLueHue
€ro NMYHOro NPOCTPaHCTBa, a Mepa NPeaoCTOPOXKHOCTU 1 NposiBrieHne Baluen poantenscKom
OTBETCTBEHHOCTU 1 3a00Thl.



